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“GDPR is directl licable in each member state
and will lead to %ter degree of data protection

harmonizatioi across EU nations.”
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Microsoft
Cloud Solution Provider

atwork

We get you in the cloud!

atwork Austria, Vienna, founded 1999
atwork Germany, Nuernberg, founded 2015

Consulting, Migrations, Collaboration,
Security, Apps, Software Development

] Office 365

/A Microsoft Azure




GDPR Fakten

Microsoft Cloud Services

Schritte zum Datenschutz

Microsoft GDPR Tools

Nachste Schritte



GDPR Fakten

GDPR = General Data Protection Regulation
(DSGVO = Datenschutz Grundverordnung)

GDPR definiert viele neue Regelnh und Vorgaben fur den
Umgang mit personenbezogenen Daten in der EU
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Enthalt splrbare Strafen fir “nicht konforme” Verstolie:

max. 20 Millionen Euro oder 4% des Organisations-Umsatzes
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\DPR Fakten — Was becLeut\et das?




Beispiel: Benutzer sollen ihren ,Daten |6schen” kdnnen

Would you like to remove detailed
location data from your trip?

Yes

No

b 4

Source: https://www.econsultancy.com/blog/69253-gdpr-10-examples-of-best-practice-ux-for-obtaining-marketing-consent



https://www.econsultancy.com/blog/69253-gdpr-10-examples-of-best-practice-ux-for-obtaining-marketing-consent

GDPR und Microsoft ?
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Personal
Neueste Plus
Anwendungen: Premium-Dienste:
Word OneDrive-Onlinespeicher
Excel Monatliche Skype-Minuten
powerPoint
OneNote
Outlook
Kt Key enthalten * Kein Datentriger
Nicht fisr kommerzielte Nutzung
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Microsoft Cloud Services

Microsoft
#88 Dynamics CRM
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Data Loss Prevention

Intune %

Active Directory
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Threat Intelligence

eDiscovery

Audit Logs
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Cloud App Security

SOLUTIONS TO HELP YOU
PREPARE FOR THE GDPR
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Data models
Advanced Threat Protection
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Analytics Windows Hello,

BitLocker,...

Log Analytics

Security Center
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Data Log

Microsoft

Azure Key Vault

Data Classification

Threat Detection

Transparent Data Encryption
Always Encrypted



Microsoft Cloud Services

Artikel 5 Absatz 2 DSGVO fordert eine Rechenschaftspflicht...

Artikel 28 Absatz 1 der DSGVO verpflichtet den Auftraggeber (das
Unternehmen) zu einer sorgfaltigen Auswahl des Auftragsverarbeiters.

Darunter fallt z.B. die Prufung, ob der Auftragsverarbeiter geeignete
technische und organisatorische MalSinhahmen implementiert hat, um einen
ordnungsgemalien, sicheren und reibungslosen Betrieb zu garantieren.



Microsoft Data Centers

See it...

Short version:
Long version:


https://youtu.be/zXsoygN_v7A
https://youtu.be/0uRR72b_qvc
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How Microsoft is protecting data



Protecting the Microsoft Cloud
< O

ee®ee Cyber Defense
Operations Center

Malware Protection Center Cyber Hunting Teams Security Response Center

Digital Crimes Unit
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Advanced Threat

Protection

Conditional Cloud App Event Information Key Security

Access Security Management Protection Vault Center Windows  SmartScreen

Acti
e Update

Protection Service

Advanced Threat @

Analytics Azure Active
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Directory Directory

BE AR

Identity Apps and Data Infrastructure Device



Microsoft Office 365

Login mit MFA



The Approach for GDPR activities

Identify what personal data you have and
where it resides

Govern how personal data is used
and accessed

Establish security controls to prevent, detect,
and respond to vulnerabilities & data breaches

Keep required documentation, manage data
requests and breach notifications
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What are the key changes to address the GDPR?




1. Discover

* Cloud App Security (Detect Apps in your organization)

e Data Loss Prevention (Policies prevents data to leave the organization)

 E-Discovery (Data leakage, legal cases, search)

 Advanced Data Governance (Sum of services as Data classification, Azure
Information Protection, Retention Polices & Litigation Hold)



5" Dashboard - Microsoft 1 > - - e

é — O | https://contesobuild.portal.cloudappsecurity.com/#/dashboard ‘ﬂ( | = :/_ @

Cloud App Security 0 Discover ~ Investigate ¥ Control ~  Alerts (12

Get started with Cloud App Security @ Create a Cloud Discovery report @ Connect apps Create policies | Learn more

n ceneral dashboard General dashboard

114.4M & 203 (% 3.1K

activities monitored files monitored users monitored
Microsoft OneDrive for Business @”@ 518 2.6K 0

discovered apps (last 30 days) governance actions taken user notifications sent

Microsoft SharePoint Online

Office 365

©® Google Apps 3 Open alerts

Microsoft Exchange Online

Dropbox ']

High Custom
Box g

[{e]

Salesforce zombie account 13 days ago

Microsoft Cloud App Security I.

SuccessFactors
u Suspicious Activity 13 days ago
dennis@con

e Suspicious activity alert

Suspicious activity alert

Salesforce

Jive Software

[{e]

General Anomaly Detection 13 days ago

Microsoft Office 365 admin center

Inactive account
Microsoft Office Online




E° Cloud Discovery - Micre X+

é — O | https://contesobuild..portal.cloudappsecurity.com/#/discovery?tab=dashboard&timeframe=90&stream|d=57d 1d348110aa3d637%fef17 ‘ﬂ( | = :/_ @

Cloud App Security & Discover ~  Investigate ~  Control ~  Alerts (42

- d’ -
B Cloud Discovery Global ~ last 90 days ~  °
Dashboard Discovered apps IP addresses Users
Apps Users IP addresses Traffic )
B Cloud Discovery open alerts + Create policy
G B $43.1GB O Cloud Discovery alerts 1 Suspicious use alerts
App categories 1-50f35» |Trafﬂc v Risk levels All categories \/‘ by ‘Trafﬂc v
Sanctioned § Unsanctioned Other 0 Traffic from high risk apps
Traffic from medium risk apps
CRM ¥ 9368 Traffic from low risk apps
<o (1168 KB
Webmail 8.1GB
high risk
Cloud storage | 7.0 GB gns
Online meetings 6.9 GB
£ Configure score metric
Discovered apps « 1-150f 518 » View all apps |All categories V‘ |Trafﬂc v Top users | Top IP addresses View all users | Traffic v
Sanctioned B Unsanctioned [ Other Use Total

Cloud Discovery - ...




E° Cloud Discovery - Micre X+ - e

L& >0 | httpsy//contosobuild..portal.cloudappsecurity.com/#/discovery?tab=dashboardadtimeframe=90&streamid=57d1d348110aa3d6379fef17 g | = Z O
Cloud App Security & Discover ¥ Investigate ~+  Control = Alerts (12 = Microsoft
Online meetings 6.9 GB
£¥ Configure score metric
Discovered apps « 1-150f 518 » View all apps |All categories V‘ |Trafﬂc v Top users | Top IP addresses View all users | Traffic v
Sanctioned B Unsanctioned [ Other Use Total
B® Microsoft Dynamics 93 GB Raegan@CconTOSO.COM ... ... 171 MB
BB Microsoft Azure AD 8.6 GB JOhanNN@CONTOSO.COM it 162 MB
@: Microsoft Exchang... 8.0GB AM@CONTOSO.COM ..ot 150 MB
S) Microsoft Skype fo... 6.8 GB NOFa@CONTOSO.COM ... oo 145 MB
¢ Yammer 6.2 GB AMIrah @ CONtOS0.COM 141 MB
] Office 365 52 GB
@ Microsoft OneDriv... 4.3 GB
B 8o 56 GB Apps headquarters location All categories v
O VYouTube [ ] 181 MB
[ Vimeo 155 MB
Twitter ] 120 MB
wsl  The Wall Street Jo... 114 MB
Ei Facebook 110 MB
& iCloud | 25 MB
£ Ruxit 0 25 MB

)] Cloud Discovery - ... - é



E° Cloud Discovery - Micre X+ - e

é — O | https://contosobuild.portal.cloudappsecurity.com/#/discoveryttab=services ‘ﬂ( | = :/_ @

Cloud App Security & Discover Investigate ~  Control = Alerts

- d’ -
B Cloud Discovery Global ~ last 90 days ~  °
Dashboard Discovered apps IP addresses Users
{ \1\, S’I 8 > Name Traffic Upload Transactions Score Users~  IP addresses Last seen LI
all apps

Microsoft OneDrive for
® Business 43 GB 881 MB A1K 978 2K Sep 15, 2016

@) 22 Cloud storage

sanctioned apps

Box
box B 2.6 GB 610 MB 20K 971 2K Sep 15, 2016
0 @ Cloud storage
unsanctioned apps . Yammer
y: . 6.2 GB 870 MB 8K 752 646 Sep 15, 2016
® Social network
476 S Microsoft Skype for Business
other apps ® Online meetings 6.8 GB 1.9 GB 7K 746 651 Sep 15, 2016
Microsoft Dynamics
A % CRM 93 GB 1.4 GB 6K 721 621 Sep 15, 2016
Microsoft Azure AD
. 8.6 GB 1.0 GB 5K 713 622 Sep 15, 2016
IT services
Mi ft Exch Onli
@ (crosott Bxehange bniine 80GE  17GB 7K 707 612 Sep 15, 2016
® Webmail 0
Score
1 10 Office 365
O ) U -~ . 5.2 GB 838 MB 5K 1 668 595 Sep 15, 2016

Cloud Discovery - ... m ﬂ



E° Cloud Discovery - Micre X+

é —> O | https://contosobuild.portal.cloudappsecurity.com/#/discoveryttab=services

Cloud App Security & Discover ¥ Investigate ~  Control

- d’ -
B Cloud Discovery Global ~ last 90 days ~  °
Dashboard Discovered apps IP addresses Users
P
( \1\, 518 > Name Traffic Upload Transactions Score - Users IP addresses Last seen LI
all apps
Office 365 5.2 GB 838 MB 5K 668 595 Sep 15, 2016
i ® Collaboration ) 0 P>
sanctioned apps
@ Protected
20 ) Microsoft Office 365 is a subscription-based online office and software services suite which offers access to various services and
unsanctioned apps . . '
software built around the Microsoft Office platform. Total score
476 General
other apps
Category Collaboration Headquarters United States
Data center Netherlands Hosting company Microsoft Corp
Founded 1975 Holding Public
Domain 2 domains Terms of service go.microsoft.com/fwlink/p/
Domain registration Jun 20, 2005 Consumer popularity 10
< Privacy policy go.microsoft.com/fwlink/p/ Logon URL login.microsoftonline.com
core
1 10 Vendor Microsoft

Cloud Discovery - ... m ﬂ



B° Policies - Microsoft Clov % = + - e

é — O | https://contosobuild.portal.cloudappsecurity.com,/#/policy/discovery/create ‘;‘: | = :/: @

Cloud App Security & Discover v+ Investigate v Control =

Policies
. R ¥ Advanced
PE EVERITY AME CATEGORY
Select type... v (1] ] Policy name... Select risk category... v
v
Activity policy
Severity Vv
Anomaly detection policy
PCl COMPLIANCE: Publicly shared files with credit card info 2 matches amn B Compliance App discovery policy
This policy identifies files containing credit card numbers and are publicly shared. After reviewing the Cloud Discovery anomaly detection policy
results, you can take action and remove sharing from these files.
File policy
File shared with unauthorized domain 0 matches amn (2 Sharing control OB 0 Mar31,2016
Alert when a file is shared with an unauthorized domain (such as your competitor).
New popular app 0 open alerts [ ] ] ] @ Cloud Discovery 4] Apr 20, 2016
Alert when new apps are discovered that are used by more than 500 users.
Google Drive files are accessible through web search results 0 matches L] ] (2 Sharing control 006 Apr 28, 2016
Alert when a Google Drive file is accessible through web search results, and notify the file owner.
Cloud storage app compliance check 0 open alerts (] ] @ Cloud Discovery O May 1, 2016
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2. Manage

e Azure Information Protection
e Advanced Data Governance



Azure Information Protection

Demo: Integration in Microsoft Office, Outlook, weitere Clients folgen...



Customer Accounts - Word Garth Fort
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CUSTOMER DATA VALIDATION

This section contains customer information that needs validation for the fiscal year-end review.

This will feed info the database for next year's marketing campaigns.
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Built-in or custom Encryption

dependent on the service and data



,._.",; SOLQueryl.sql - tep: serverl.database.windows.net, 1433, demo11335 (sgladmin (166)) - Microscft SOL Server Management Studic Quick Launch (Ctrl+Q) F = 0O x
File Edit View Project Debug Tools Window Help

o8- 0 - BNy BRRAR A0 B - "] i Generic Debugger - e
=¥ v nal . | Execute Debug 3 I | . i

Object Explorer
¥ r ¢ - Jr=**=% crript for SelectTopNRows command from S5Ms ***=*%/
[FSELECT TOP (1888) [Propertyld]
= demo11335 , [PropertyDescription]
# Database Diagrams , [Propertylson]
= Tables | FROM [dbe].[Preperties)
System Tables
External Tables
+ GraphTables
B dbo.AdministratorDefaultSettings
B dbo.AdministratorDomains
B dbo.AdministratorGraups
& B dbo.AdministratorLicense
@ BEH dbo.AdministratorOUs
# B dbo.Administrators
& BB dbo.Contact

# B dbo.ContactOUMapping &
7 ] dbo.CustomUserView @
% B dbo.DifferentialCuery
B dbo.DistributionGroups _
B dbo.DistributionGroupsOUMapping - : PropertyJson M
B dbo.Domains i | [ ; Aeylgk HGZhZCdVRC 1sknMYb 7V, SkE4pp./L).
ER dbo.DynamicGroups 2GzCLKAHVDzy & Veighokz i KCAFyks...
& BB dbo.DynamicGroupsOUMapping /Pk8GRmKqepLD33+5Kkaga AY7bn1Px3UelXHZ...
% B dbo.Groups TSRLGRIEHR +5i 19cwkzNmstPeh/ALvZ4Wr...
% BB dbo.LicenseDisplayNameMapping IntialConfigurationPassword  +&dC LK/ T50Ew. Sod TPXWaonBQ+PEYIBiI0=
7 B dbolicenseNameMappings SmitpClientConfiguration jRExd s Tp Min 2 ab Gyl +/dNSZFo HEbPW...
B dbo.licenseOrders TwilioCenfiguration 5YdcPvBEk Sia3WXluSpbKE DASg FowyRt..
B dbo.licenseReached |serSyncConfiguration BWMVwui Edvkg+o MVp TxCED UmSp Xg2wDz6 2y ...

B dbo.Motification SetupConfiguration S%hbvNUuPvpekuBeGRIK11i850x Z2kjVRUl4XPFACCT ...

ER dbo.OperationsLog ExchangeHealth ¥D¥od+TyzLMx 2686 Sru+ls A Thg AzdeiG SIRHyc IPESIAQ YL, .
B dbo.OrganizationalUnitLicenseQuotas
B dbo.OrganizationalUnits

v BN Al O el icames

Connect = *

A G =) O LR B L R =
W e = Fr n B Lo B

-
=]
—a
=

@ Query executed successfully. o tcp: serverl.database... sgladmin (166) demo11335 | 00:00:00 10 rows




3. Protect

* Microsoft Intune (MDM — Device + MAM Apps, portal.azure.com)

e Azure Active Directory Premium (MFA, Privileged Identity Management,
|dentity Protection)

 Advanced Threat Protection (Spam-Sandbox, Phishing mails, Zero-Day
Exploits)

 Threat Intelligence (ML, Secure & Compliance Dashboard,
protection.microsoft.com)
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| ﬂ Microsoft Corporation [US]
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iz Office 365 Outlook
Search Mail and People O @ New | ¥ il Delete & Archive Junk
A Folders Inbox All v
More Microsoft Azure Alerts
~ Grou ps e Azure AD: Activate Global Administrator 3:41 PM
zure Active Directory You can now activate a privileg...
@ Online Market 13
Two weeks ago
6! IT Support )
Emily Braun
‘\; ol £
‘ﬁ»’ Product Marke Fabrikam order is ready for invoicing 9/23/2016
Hello Isaiah/Lidia: The Fabrikam order has been fulfille...
@ Pipeline Mana
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“ New Products Code Blue.docx has been protected and shan 9/23/2016
ﬁ Marketing Tea Click here to learn who has opened your document, o...
@ Marketing Can Microsoft Office 365 Team
Get started with Microsoft Office 365 9/23/2016
= Marketing - Pr Welcome to your Office 365 trial. | View this email in v...
e Sales - Profess Microsoft Online Services Team
0 ) Get started with your Enterprise Mobility Suit 9/23/2016
IT - Profession Welcome to your Enterprise Mobility Suite Demo Triall...
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More Three weeks ago
Isaiah Langer
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Azure AD: Activate Global Administrator A
Microsoft Azure Alerts <alerts-noreply@mail.windowsazure.com> ® S Replyall |v
Today, 3:41PM
Isaiah Langer ¥
MyAnalytics El,

= Microsoft

Azure Active Directory

You can now activate a privileged role

Multiple roles in MOD811771.onmicrosoft.com

MOD Administrator made a change to Azure Active Directory
MOD811771.onmicrosoft.com so that you can now activate privileged roles.

You can activate a role using Azure AD Privileged Identity Management on the Azure
portal. The role will be active on your account for a limited time, and you can re-
activate it as needed.



4. Report

e Security and Compliance Center (securescore.office.com)
 Azure Auditing and Logging

 Azure Information Protection

e Office 365 audit (Data Download — Security & protection)
e Customer Lockbox (Support)



https://protection.office.com

Office 365 Security & Compliance

Permissions
Classifications

Data loss prevention

Data governance

Threat management

'-..‘1"'|':
WIS,

Mail flow
Search & investigation
Reports

FT

Service assurance

=1 What's new

Advanced eDiscovery update

Dynamic Delivery for safe attach...

Home

B Threat management

We understand the importance of T View quarantine
keeping your data safe and secure.
That's why we provide tools to help
you understand and investigate cyber-
threats and take action to protect

your organization from them.

T MNew spam policy

L Office 365 Secure Score

MFA for SCC PowerShell

(424)
Secure Score gives you
a new way to increase
security.

= Go to Secure Score

(8 Data governance

It's your data. You own it. 50 we've mport data into Office
developed features that let you take 36
charge of how and when it is stored,

used, and retained or removed.

T Add a retention policy

Learn more about data management T Enable extra storage

Q Search for users 3 Recommended for you

Explore threats

Office 365 blocked 2 attacks in your
organization over the past 7 days.

.'ll L \. e

| i L “" Toni Pohl 2
a‘ Doris Schlaffer 1
r.“?';

nfo from atwork Deutsc... 1

Martina Grom 1
nvestigate top targeted users

Search for activity

Search the audit log to find out
what your users and admins
have been doing. Here's one
you can try now...

Were any SharePoint sites created recentl


https://protection.office.com/

https://securescore.office.com

«

[]

@& Secure | https://securescore.office.com/#!/dashboard
Office 365 Secure Score
Dashboard Score Analyzer
Fell Swoop's Secure Score

Your Secure Score is:

248
of 483

Take action see how you can bmprove
your soone loday

2438

Your Secure Score

Secure Score figures out what Office 365
services you are using, then looks at your
configuration and behaviors and compares it to
a baseline asserted by Microsoft. If your
configuration and behaviors are in line with
best practices, you will get points, which you
can track over time. More importantly, you will
be able to quick determine what things you can
do to reduce their risk



https://securescore.office.com/

Resources

* Microsoft Office 365 Service description
https://technet.microsoft.com/en-us/library/office-365-service-descriptions.aspx

 Microsoft GDPR assessment tool
https://www.microsoftpartnercommunity.com/t5/Security-and-Compliance/GDPR-Assessment-Tools/m-p/2137

e GDPR Benchmark
https://www.gdprbenchmark.com

* Secure Score
https://securescore.office.com

* Security & Compliance
https://protection.office.com

e atwork Security Workshop
http://securityworkshop.atwork-it.com

* Nachlese zum GDPR Workshop mit atwork, Microsoft und Grant Thornton
http://blog.atwork.at/post/2017/09/07/GDPR-Workshop-atwork-Microsoft-Thornton

 Microsoft Data Centers
Short version: https://youtu.be/zXsoygN v7A
Long version (10min): https://youtu.be/OuRR72b qgvc



https://technet.microsoft.com/en-us/library/office-365-service-descriptions.aspx
https://www.microsoftpartnercommunity.com/t5/Security-and-Compliance/GDPR-Assessment-Tools/m-p/2137
https://www.gdprbenchmark.com/
https://securescore.office.com/
https://protection.office.com/
http://securityworkshop.atwork-it.com/
http://blog.atwork.at/post/2017/09/07/GDPR-Workshop-atwork-Microsoft-Thornton
https://youtu.be/zXsoygN_v7A
https://youtu.be/0uRR72b_qvc

Key Ta ke Aways Klassifizieren Sie lhre Daten

Starten Sie jetzt!

Sicherheit

Microsoft Cloud Services sind die Basis fur den
sicheren Betrieb von Daten in der Cloud.

Basis

Office 365 und Azure liefern die Voraussetzungen,
um den GDPR Richtlinien zu entsprechen.




Plan next steps

Planen Sie GDPR MafBhahmen
mit lhren Schlusselpersonen

Datenschutzbeauftragte
Technisches Personal
SchulungsmalBnahmen fur alle Anwender

Erfahren Sie mehr im
Security Workshop von atwork

www.atwork.at




Danke!

Q&A...



=. Microsoft atwork

© 2017 Microsoft Corporation. All rights reserved. Adapted by atwork.at



